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Abstract—This paper presents a contextual anomaly detection
method and its use in the discovery of malicious voltage control
actions in the low voltage distribution grid. The model-based
anomaly detection uses an artificial neural network model to
identify a distributed energy resource’s behaviour under control.
An intrusion detection system observes distributed energy resource’s behaviour, control actions and the power system impact,
and is tested together with an ongoing voltage control attack in a
co-simulation set-up. The simulation results obtained with a real
photovoltaic rooftop power plant data show that the contextual
anomaly detection performs on average 55% better in the control
detection and over 56% better in the malicious control detection
over the point anomaly detection.
Keywords—anomaly detection, intrusion detection system, smart
grid, data analysis, cyber-physical security

I.

I NTRODUCTION

Cyber security is an increasing interest and worry in power
systems. The main concerns consider new control paradigms,
on-line access to a range of power system components and
DERs (Distributed Energy Resources), and enormous data
exchange and collection introduced by the so called Smart
Grid. The power system security is mostly concerned with
cyber security of AMI (Advanced Metering Infrastructure),
[1], SCADA (Supervisory Control and Data Acquisition) security [2] and communication standards [3]. A new cyberphysical approach to the smart grid security was introduced
in [4] and addresses a tight coupling between the physical
power system and the ICT (Information and Communication
Technology). Nine major research topics emerged from the
combination of these two fields: vulnerability research, impact
analysis, mitigation research, cyber-physical metrics, data and
model developments, security validation, interoperability, cyber forensics and operator training [5]. A smart grid compatible
IDS (Intrusion Detection System) needs to address both online and post-mortem analysis of the state of the observed
cyber-physical system and detect anomalies in operation of
both cyber and physical components. An anomaly detection
method identifies rare data instances or events that do not
match an expected pattern [6]. The development of models
used for anomaly detection requires cyber-security and power
system expertise, and additionally, if data driven models are
required, data analysis knowledge. Once both cyber and physical anomaly detection analysis is performed, cyber-physical
metrics need to be developed to combine the information
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from both domains to address the tight relations between the
power system and the ICT domains. Anomaly detection with
regression models has been used for discovering cyber-attacks
on a SCADA system [7], a wind turbine fault detection [8], a
PV (photovoltaic power plant) fault diagnostics [9]. A special
case of a PV attack against voltage control in distribution
power grids has been described in [10].
Two types of anomaly detection can be distinguished:
point and contextual. The point anomaly detection takes the
global view of the data [6]. The contextual or conditional
anomalies were introduced in [11] and are defined as data
points that are anomalous in a specific context and acceptable
in another context. For example for spatial data, the location
of a measurement is its context. For time series, time is the
context for each measurement [6]. The advantage of the contextual over point anomaly detection is the detection accuracy.
The disadvantage is that this method requires context data,
which is not always available. Two methods for contextual
anomaly detection exist: reduction to a point anomaly detection
problem and utilizing the structure in data [6]. The reduction
to point anomaly detection problem technique divides the data
into contextual groups and analyses behaviour attributes for
each context separately, reducing the problem to several point
anomaly detections. Thos method produces a model for each
context, as a consequence several models are used to represent
a single system. In case of the time contextual data, models for
every year, month, day of the month, minute and so on would
have to be created. Contextual anomaly models utilising the
structure of the data modify the structure the training data to
include the date adding separately: year, month, day and so
on as input variables, the modified input data is then used for
training of a single contextual model.
In the energy domain the contextual anomaly detection
have been previously used for recognising user behavior in
a residential dwelling based on non-parametric belief propagation for energy efficiency [12]. In [12] a user behaviour is
categorised as unusual equipment usage or bursty occupancy
and is used to adjust the energy management schedule. Authors
in [13] propose use of on-line contextual anomaly detection
for fault diagnostics of power transformers. In this paper
we propose to use contextual anomaly detection utilizing the
structure in data for cyber-physical IDS. According to the
author’s knowledge, contextual anomaly detection have not
been used to identify control actions.

II.

A NOMALY BASED IDS

The proposed cyber-physical IDS architecture consists of
two main parts: an analysis of the behaviour of the observed
cyber-physical system and components, and a joint analysis of
the cyber-physical system (figure 1). The behaviour analysis
and characterisation of the physical power system is performed
with two components: DER and power system analysis, the
evaluation of the cyber vulnerabilities is performed in the
cyber security analysis component. The joint cyber-physical
analysis combines the information from both physical and
cyber security components and presents the outcomes to the
power system operator. In this work we consider the physical

possible control action, therefore all positive α > 0 are treated
as an error. The final anomaly c associated with a curtailment
action is as follows:

1 α>τ
(1)
c=
0 α≤τ
The anomaly classification checks if the discovered anomaly
is within the possible DER operation time β, therefore:

1 P0 < 0
(2)
β=
0 P0 ≥ 0
The anomaly classification produces output k = cβ identifying all significant and possible curtailments of a DER, here
classified as control anomalies k.
B. Power system analysis

Fig. 1.

Cyber-physical IDS architecture.

part of the proposed IDS and focus on DER and power system
analysis. Additionally this paper introduces an on-line method
to combine information produced by these components in
the cyber physical analysis component. The proposed on-line
anomaly based IDS architecture is presented in figure 2. The
IDS consists of three parts: DER, power system and cyberphysical analysis.

Power system analysis consists of two components: impact
evaluation and malicious impact detection. The impact evaluation depends on the attack hypothesis, in this paper the considered attack influences the power stability by causing under- or
over-voltage. The impact analysis takes under consideration the
voltage limits and creates a piece-wise function u evaluating
measured voltages U . Let’s consider n as the nominal voltage
value and 0.9n is considered under-voltage and 1.1n is overvoltage, the proposed function is as follows:


1
U ≥ 0.9n




−20n(x − 0.9n) 0.9n < U < 0.95n
u(U ) = 0
0.95n ≤ U ≤ 1.05n (3)



20n(x
−
0.05n)
1.05n
< U < 1.1n



1
U ≤ 1.1n
The impact evaluation function u is presented in figure 3. The

Fig. 3.

Fig. 2.

IDS with anomaly detection and power system stability evaluation.

A. DER analysis
The objective of the DER analysis is to identify a suspicious behaviour of a DER unit and associate it with a DER
control action. The DER analysis consists of: a DER model,
a control detection mechanism and an anomaly classification.
In order to detect if a DER is being controlled, an anomaly
in its behaviour need to be discovered. An anomaly based
detection uses a normal behaviour model predicting a DER
power production or consumption (P 0 ) and compares it to
the power measurement from the DER (P ). The difference
between these values is identified as anomaly α = P 0 − P .
Since the model introduces errors to anomaly detection, a
threshold τ = 0.1 was chosen to eliminate some of the model
errors. Additionally this paper considers controllable power
production (when P is negative), where curtailment is the only

Impact evacuation function.

output of the impact evaluation function is used in malicious
impact detection component that evaluates the voltage difference udif f for each time t: udif f = ut−1 − ut . The output of
the malicious impact detection component udif f is a measure
of the state of the voltage from one point in time to another.
If the udif f is positive, when ut−1 > ut , the voltage have
improved between time t − 1 and t. If the udif f is negative,
when ut−1 < ut , the voltage have changed and is closer to
under- or over-voltage between time t − 1 and t. If the udif f
is equal to zero, the voltage have not significantly changed, it
might have changed inside of the ±0.05n range or have not
changed at all. The impact classification m is as follows:

1 udif f < 0 ∪ (udif f = 0 ∩ u = 1)
m=
(4)
0 otherwise
The impact is classified as malicious if the voltage has changed
towards under or over-voltage. Additionally, we assume that
the malicious impact occurs in case the under or over-voltage
is present and that this state didn’t change between time t − 1
and t.

C. Cyber-physical analysis

A. Model training data

Cyber-physical analysis evaluates the recognised anomalies. The DER analysis provides the control evaluation k, the
power system analysis component brings the malicious impact
evaluation m and impact estimation u. In this work, we focus
on the following three control anomaly cases: normal control,
when m = 0, u = 0 and k = 1; suspicious control, when
m = 1, u > 0 and k = 1; and malicious control, when
m = 1, u = 1 and k = 1. The proposed anomaly based IDS
and its three main analysis components have been tested in
simulation, the implementation and results are presented in
sections III, IV and V.

1) PV power production data: The real PV production data
was recorded by the Pecan Street Smart Grid Demonstration
Program project that started in 2010. The objective was to
implement an open platform Energy Internet Demonstration
[19] with real residential consumers. The primary sight of the
demonstration was at Austins Mueller community in Austin,
Texas. One of the project outcome is a Dataport1 database
containing anonymized data of home electricity use, PV power,
EV charging, and demand response data recorded while participating in the utility programs. The PV active power production
was recorded by an energy monitoring system from eGauge.
The considered solar power production used in this research
is a rooftop PV produced by SunEdison, from a single-family
home (referred in Dataport as house 774) in Austin, Texas. The
data used in this research is 1 minute active power production
in kW from 1st January 2013 to 31st January 2014.

III.

DER MODEL

This paper proposes use of contextual anomaly detection
for DER analysis and evaluates its use on an example DER: a
residential rooftop PV panel. The time is used as a contextual
attribute for PV production prediction as shown in figure 4. The
anomalous behaviour is defined as PV’s response to a control
signal resulting in curtailment of its power production. The
model input data is described in section III. Several modeling

Fig. 4.

Contextual anomaly detection with a PV mode.

approaches can be used to model a normal behaviour of a PV
or any other DER. Three types of popular models are white,
gray and black box models [14]. White box models use the
known physical properties of the system. Gray box model
and black box models both use the available system input
and outputs to determine the system model. Gray box model
combines a partial theoretical structure or partial physical
system model and use model training methods to estimate
parameters. In the black box model, only inputs and outputs
of the system are know and the operation of the system
is unknown. Machine learning methods are used to identify
properties of the system by supervised model training. The
black box model of a DER might be less accurate than a white
box model, but can be adjusted to any unknown DER, that need
to be observed and modelled. In this paper we investigate the
use of machine learning technique, specifically artificial neural
network (ANN), to model a DER. PV arrays have been previously modelled with use of ANN [15]. In the context of power
system ANN was used together with anomaly detection in only
in few cases: distribution feeder fault detection [16], detecting
anomalies at substation level of abnormal measurements [17].
The design of the PV model presented in this paper is based on
availability of input data for its training. Similar PV models
have been proposed in numerous publications, for example
a PV model using irradiation, ambient temperature, voltage,
active power and current training set was proposed in [18].
According to author’s knowledge no other contextual ANN
PV models have been developed, where time is considered as
a context.

2) Meteorological data: The Meteorological data was acquired from National Solar Radiation Data Base (NSRDB)2
developed by NREL (National Renewable Energy Laboratory).
The used data comes from a meteorological station in Texas,
Austin (latitude 30.29, longitude -97.7) from 1st January 2013
to 1st February 2014. The data is recorded every 30 minutes,
the chosen data points, defined in the Glossary of Solar
Radiation Resource Terms 3 , are as follows. Diffuse Horizontal
Irradiance (DHI) [w/m2 ] (diffuse sky radiation) - the radiation
component that strikes a point from the sky, excluding circumsolar radiation. Direct Normal Irradiance (DNI) [w/m2 ] (beam
radiation) - the amount of solar radiation from the direction of
the sun. Global Horizontal Radiation (GHI) [w/m2 ] (global
horizontal irradiance) total solar radiation. Three measures of
clear sky irradiance: clear sky diffuse horizontal irradiance,
direct normal radiance and global horizontal radiation (C-DHI,
C-DNI and C-GHI) [w/m2 ] - measurement of DHI, DNI and
GHI excluding the influence of clouds. Cloud type (CloudT)
is another available meteorological data, NSRDB records 13
cloud types: clear, probably clear, fog, water, super-cooled
water, mixed, opaque ice, cirrus, overlapping, overshooting,
unknown, dust, smoke. Additional meteorological information
are ambient temperature (Temp) [c], wind direction (WindD)
[Degrees], and wind speed (WindS) [m/s].
3) Contextual attributes: The time stamp from each measurement was transformed into a vector M, D, h, m, where
M ∈ [1, 12] is a month, D ∈ [1, 31] is a day, h ∈ [0, 23] is
an hour and m ∈ [0, 59] is a minute. The relationship between
contextual attributes (hour and month) and power production is
presented in figure 5. For the purpose of this study, the training
set was combined from the weather and PV production data
together with the time information from 1st January 2013 to
31st December 2013. A total of 525540 data rows were divided
into 80% training set (420660 data rows) and 20% validation
set (104880 data rows). Before the 30 minute meteorological
data was combined with 1 minute power production and time
data, linear interpolation was performed on the weather data.
This training set was used for the PV model training. The data
from 1st January 2014 to 31st January 2014 was used in the
simulation as on-line data. The PV production data used for
1 https://dataport.pecanstreet.org/
2 https://nsrdb.nrel.gov/
3 http://rredc.nrel.gov/

simulation was modified in order to simulate PV control. In
the simulation, an instantaneous and constant curtailment is
assumed.

TABLE I.
Name
ANN-P
ANN-C

Prm
10
14

C OMPARISON OF THE DEVELOPED MODELS
Model
Ctxt prm
m, D, H, M

IV.

RMSE
0.88
0.43

Min
-3.82
-3.11

Residuals
Median
-0.14
0

Max
4.25
3.81

S IMULATION

A co-simulation set-up was used to obtain results in this
paper. The co-simulation 4 combines the PV, house and meteorological station emulators, power load flow solver PYPOWER
part of the MATPOWER package for Python, implementation
of monitors and attacker. Open source co-simulation orchestrator mosaik5 synchronises the operation of all simulations and
programs and exchanges data between them. Two scenarios
Fig. 5.

Box plot of time of the day and month, and PV power production.

B. ANN models
Let’s consider a single layer feed-forward ANN with n ∈
N1 inputs, one output, and a single set of model features x =
[x0 , x1 , x2 , ..., xn ]> and output variable y ∈ R . The hidden
layer consists of h ∈ N1 neurons. In order to train the ANN,
the forward propagation algorithm is used. The ANN model
hypothesis is as follows:
X
X
Hw (x) = w0 +
w1h φ(αh +
wkh xi )
(5)
h

Fig. 6.

k

Here, w is model weights, φ0 is the output function and φ1
is the activation function. In this work the neural network is
build to model a non-linear continuous function. According
to Cyberenko theorem, sigmoid activation function of a single
layer feed-forward ANN fulfills the universal approximation
theorem, therefore a ANN with sigmoid activation function,
as in equation (6), can approximate continuous functions.
φ(z) = 1/(1 + e−z )

(6)

The weights are chosen to minimise the cost function with least
squares. In forward-feed ANN problem of over-fitting can be
minimised with regularization [20], that is used to minimise the
weights of the model, the cost function J with regularization
is as follows:
X
XX
2
J(w) =
||Hw (x(i) ) − y (i) || + λ
wkh
(7)
i

h
−4

k
−2

Ripley [20] suggests to use λ = 10 − 10 as a regularization parameter for least-squares fitting. Broyden-FletcherGoldfarb-Shanno (BFGS) algorithm [21] was used for solving
unconstrained nonlinear optimization problem of minimising
the the cost function J(w).
The point ANN model (ANN-P) consists of 10 input
neurons 15 hidden neurons and one output neuron. The
regularization parameter λ = 0.0006. The contextual ANN
model (ANN-P) consists of 14 input neurons 20 hidden
neurons and one output neuron. The regularization parameter
is λ = 0.0006. Both numbers of the hidden neurons and
the regularization parameter for each model were chosen to
minimise the root mean square error (RMSE) of the model
prediction. As presented in table I the ANN-C model is more
accurate than the ANN-P model based on RMSE.

System configuration for Scenario I and II.

were chosen to demonstrate the IDS system presented in
section II. Both scenarios consider operation a LV distribution
grid and consists of two feeders with houses and rooftop
PVs. For each scenario two use cases are presented: normal
operation and under attack. Use cases test hypothesis that an
attacker controls PV operation in order to influence voltage on
the line, leading to reduction of power quality. An autonomous
monitor with IDS proposed in this paper observes each PV
plant and tests the scenario hypothesis. The objective of the
monitor in each use case is to determine if the PV control leads
to over- or under-voltage on the line. According to EN50160
European standard the nominal value of voltage in LV grid is
230v, over-voltage is defined as 10% increase of the nominal
voltage (253v), under-voltage is 10% decrease of the nominal
voltage (207v). In this section we present monitoring results
from a single PV (refereed to PV number 744 in [19]). Two
types of monitors: contextual and point anomaly detection have
been implemented in the co-simulation set up.
Scenario I considers 100% residential PV penetration. The
system configuration used for this scenario consists of 40
houses and PVs, divided into two feeders 12 sets of houses
and PVs on feeder A and 28 sets of houses and PVs on
feeder B (see figure 6). Ten houses and corresponding PVs
have been created from real house data III-A1 and replicated
to create 40 prosumers. The actors in the normal operation
use case are: houses, PVs, monitors and an aggregator. The
aggregator reads the voltage from each PQbus (connection
point to the grid from both house and the PV) and curtails the
PV in case the voltage is reaching over-voltage. The outcome
4 https://pypi.python.org/pypi/PYPOWER
5 http://mosaik.offis.de/
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Fig. 7. Scenario I: house and PV load pattern (a) and voltage (b)- normal
behaviour; house and PV load pattern (c) and voltage (d)- behaviour under
attack; (e) voltage difference between the normal behaviour and the attack.

Fig. 8. Scenario II: house and PV load pattern (a) and voltage (b)- normal
behaviour; house and PV load pattern (c) and voltage (d)- behaviour under
attack; (e) voltage difference between the normal behaviour and the attack.

of the aggregator operation is presented in figure 7(a). In total
45 minutes of the operation voltage problems are visible (30
minutes over-voltage and 15 minutes under-voltage). In the
use case under attack, the actors are as follows: houses, PVs,
monitors and an attacker. The attacker gathers information
about the active power production of each PV and voltage
on each PQbus. The attacker sends control signals to each PV
in order to reach either under or over-voltage. It is visible in
figure 7(c) that the attacker’s decision was not to curtail the
PV operation and increase over-voltage, as presented in 7(d).
The voltage problems increased to 240 minutes (where 225
minutes of over-voltage and 15 minutes of under-voltage). The
difference between voltages for the normal operation and the
attack use case is presented in figure 7(e), it is visible that the
voltage is mostly decreased in this scenario.

attacker is aiming at increasing the over- and under-voltage
minutes by controlling the PV. It is visible in figure 8(c) that
attacker decides to curtail the PV744 to 0kW , which leads to
a decrease in voltage. The total number of voltage problems
is increased to 420 which all minutes are under-voltage. The
voltage difference between use cases in the Scenario II is
presented in figure 8(e). It is visible that voltage have been
significantly decreased in this scenario.

In Scenario II 50% of the houses are equipped with rooftop
PVs. The system configuration for this scenario is as follows:
it consists of 40 houses and 20 PVs are divided into two
feeders 12 houses and 5 PVs on feeder A and 28 houses and
15 PVs on feeder B (see figure 6). Similarly to the normal use
cases from Scenario I, the aggregator is controlling the PV in
order to meet the voltage limits, as presented in figures 8(a,b).
There are several voltage problems: 15 minutes of over-voltage
and 135 minutes of under-voltage. In the attack use case, the

V.

R ESULTS

Two presented models are tested for each use case in two
scenarios. The results are divided into accuracy of the control
detection and overall results of the malicious control detection.
A confusion matrix and accuracy calculations are used to evaluate the control and attack results. The confusion matrix is a
collection of occurrences of true positives (TP), true negatives
(TN), false positives (FP), false negatives (FN) evaluated from
a population of results. The accuracy is calculated as follows:
Acc = (T P + T N )/(T P + F P + F N + T N )

(8)

As seen in table II, the accuracy of the control action detection
for point detection ranges between 0.39 and 0.58, where
contextual anomaly accuracy is between 0.79 and as much
as 0.94 for attack use case in Scenario II. Both methods

TABLE II.

C ONFUSION MATRIX OF CONTROL DETECTION

Use case
Scenario I: normal
Scenario I: attack
Scenario II: normal
Scenario II: attack
Scenario I: normal
Scenario I: attack
Scenario II: normal
Scenario II: attack

TABLE III.

TP
TN
FP
contextual anomaly
2033
5956
218
6
8863
1208
2034
5956
218
3498
5953
213
point anomaly
1770
2194
3980
9
5498
4573
1466
2194
3980
3693
2194
3972

FN

Acc

1873
3
1872
416

0.79
0.88
0.79
0.94

2136
0
2440
221

0.39
0.55
0.36
0.58

C ONFUSION MATRIX OF MALICIOUS CONTROL DETECTION
Use case

TP
TN
FP
contextual anomaly
Scenario I: normal
0
45
0
Scenario I: attack
44
15
0
Scenario II: normal
0
150
0
Scenario II: attack
249
141
0
point anomaly
Scenario I: normal
0
45
0
Scenario I: attack
11
15
0
Scenario II: normal
0
149
1
Scenario II: attack
249
140
1

FN

Acc

0
181
0
30

1
0.25
1
0.93

0
214
0
30

1
0.11
0.99
0.93

[2]

[3]

[4]

[5]

recognised less control actions during attack in Scenario I
than in Scenario II. On average the accuracy of detection
for the contextual method increases by 0.37 over the point
method that accounts to 55% in the presented scenarios. As
presented in table III, the discovery of malicious control is
performed well by both point and contextual detection, scoring
0.99 or 1 accuracy. For the attack in Scenario II both methods
have 0.93 accuracy. However the attack case of the Scenario
I is more problematic or both methods however, contextual
anomaly recognised 4 times more true positives than point
anomaly detection, increasing the accuracy by 56%.
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